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OVERVIEW 
 
As a global and publicly traded financial institution, Scotiabank recognizes the need to adhere to best 
practices in corporate governance. Sound corporate governance policies and practices are important to the 
creation of shareholder value and maintaining the confidence of customers and investors alike. As part of 
the good corporate governance, the Whistle Blowing Policy was developed with the following objectives: 

 

• Provide avenue to employees in disclosing information relating to any wrongdoings, malpractices 
and/or irregularities discovered 

• Encourage all employees to be vigilant about the on-goings of the Scotiabank’s immediate 
operating environment. 

• Stipulates the rights and protection that is accorded to the employees for disclosing such 
information. 

 

A whistleblower is defined as a person who informs on someone engaged in the following types of potential 
or actual Concerns/Wrongdoing (but not exhaustive to): 

 
• Breaches of the Law  

Any unlawful act, whether criminal or breach in civil law; 

 
• Breaches of the Scotiabank Code of Conduct  

- Fraud, corruption, misappropriation or dishonesty; 

- Actions which can cause physical harm to another person and / or can give to risk of damage 
to properties / assets; 

- Forgery or alteration of any official documents belonging to BNSB or another financial 
institution, customers or agents of the Company; 

- Profiteering as a result of insider knowledge; and 

- Misuse of position or information. 

 

• Breaches of other internal Policies and Procedures 

 

• Reporting Retaliation. All individuals who are governed by the Scotiabank Code of Conduct are 

obligated to report any act to harm or intention to harm anyone for reporting wrongdoing. Examples 

are statements, conduct or actions involving terminating, disciplining, demoting, suspending, 

harassing, intimidating, coercing or discriminating against an individual reporting wrongdoing in 

good faith in accordance with this Policy.  
 

The implementation of whistleblowing policies ensures that a good warning system is in place which allows 
the organization to be alerted of any corruption, fraud or other wrongdoings which may be taking place. This 
provides the organization with the opportunity to take steps to eradicate the illicit activity before any 
irreparable damage is caused to it. 

 
 

LOCAL REQUIREMENTS ISSUED BY BANK NEGARA MALAYSIA (BNM) 
 
In Section Part D of the Corporate Governance Policy issued by BNM on 3 August 2016, a financial institution 
must: 
 

1. Adopt a code of ethics which provides guidelines on appropriate conduct and addresses issues of 
confidentiality, conflicts of interest, integrity in reporting and the fair treatment of customers. 

2. Maintain a record of breaches of the code of ethics and address such breaches in a manner that 
upholds high standards of integrity. 
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3. Establish a whistleblowing policy that sets out avenues for legitimate concerns to be objectively 
investigated and addressed. 

4. Enable individuals to raise concerns about illegal, unethical or questionable practices in confidence 
and without the risk of reprisal. To this end, financial institution must 
(a) Clearly indicate the parties to whom concerns can be escalated within the financial institution; 
(b) Ensure that individuals are made aware of other avenues for whistleblowing to regulators or law 

enforcement agencies; 
(c) Communicate the whistleblowing policy to third parties such as contractors, consultants and 

interns and allow them to report their concerns; and 
(d) Designate a non-executive director to be responsible for the effective implementation of the 

policy. 
 

WHISTLEBLOWER POLICY AND PROCEDURES (MALAYSIA ADDENDUM) 
 
The Scotiabank Whistleblower Policy (Enterprise-wide) - (the Policy) is designed as a control to 
safeguard the integrity of Scotiabank’s financial reporting, its business dealings and  to support 
adherence to the Scotiabank Code of Conduct (previously known as Scotiabank Guidelines for 
Business Conduct). 

 

The Policy requires all employees, directors and officers to report concerns, including incidents of retaliation 
against someone raising concerns in good faith. It is in the interest of all stakeholders of the Bank that such 
concerns be reported so that they can be appropriately addressed. The purpose of the Policy is to provide a 
list of options for reporting concerns. The reporting can be done confidentially through several channels, 
including an independent third-party hotline/ website that allows for anonymous reporting. 

 
Purpose 
 
The purpose of this Addendum is to highlight the adoption of the Policy by the Bank of Nova 
Scotia Berhad (BNSB) and also the adoption of the local practice and regulatory requirements 
issued by BNM and / or divergence from the BNS approach, if any. The adopted Scotiabank 
Whistleblower Policy (Enterprise-wide) - (the Policy) is attached as Appendix A. 
 
Maintenance 
 
The Addendum is reviewed and updated annually referencing the  Scotiabank‘s  latest  revised 
Policy and also the local regulatory requirements, and presented to the BNSB Board Audit 
Committee and the Board of Directors (collectively, the  Board)  for  approval  every  two  years, 
or more frequently if there is a material change, using the following process: 

 
➢ Internal Audit, as the Policy owner, reviews regulatory standards, industry best practices and 

effectiveness of the reporting channels and investigation procedures to determine whether any 
changes to the Policy are required, and updates the Policy accordingly; 

➢ Consultations will also be made with the Compliance Department, prior to the changes and the 
updated Manual is circulated to the relevant departments. 

➢ The updated Policy (Malaysia Addendum) is presented to the Board Audit Committee and the Board 
of Directors (collectively, the Board) for review and approval; and 

➢ The approved Policy (Malaysia Addendum) is distributed to appropriate business units and all 
employees and directors (including third party service providers) of BNSB for awareness and 
certification of adherence. 

 
Communication Plan 
 
The Policy is a supplement to Scotiabank Code of Conduct (the Code) and should be read in 
conjunction with the Code. Employees, officers, directors and contingent workers of the Bank attest 
to their adherence to the Policy as part of the annual acknowledgement and certification of 
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adherence to the Code. 

 

REPORTING CHANNELS 
 
Scotiabank has established a mechanism for confidential and anonymous submission of reports through an 
independent third party. This channel is best suited to those wishing to remain anonymous as it creates a 
secure, controlled, impartial and safe means of communication between the Whistleblower Program Office 
and the reporter. This independent third party provides a hotline and a website (https://www.gcs-
whistleblower.com) that are accessible 24 hours a day, 7 days a week in all countries in which the Bank 
operates.  
 
A list of telephone numbers on a worldwide basis is available at https://www.qcs- 
whistleblower.com/clientInfo/2528/Telephone Access Information.doc. (Attached as Appendix B). 
 
In addition, Whistleblower Concerns may be raised as follows:  
 

(i) Scotiabank Global Compliance (or Country Compliance). Regulatory compliance Concerns can 
be raised to globalcompliance@scotiabank.com. and questions or Concerns related to the 
Code should be directed to Conduct.Risk@scotiabank.com.  

(ii) Directly to Audit (Country Internal Auditor) - Concerns may be raised in writing directly to a VP 
within Audit or a country Internal Auditor via email or other correspondence. This may be done 
on an anonymous basis.  

(iii) External Reporting Channels. - securities commissions and other regulatory bodies may have 
channels through which all employees, directors and officers may report their concerns. 
Information on such programs, including how to participate, is publicly available on relevant 
websites.  

(iv) Directly to the Whistleblower Program Office at Whistleblower@scotiabank.com.  
 

 

INVESTIGATION & ADJUDICATION 
 
All Whistleblower reports that are received through the Hotline are first directed to Scotiabank’s Chief Auditor 
and his/her respective delegates (together “Primary Recipients”). Upon receipt of a report, the Primary 
Recipients will jointly evaluate the severity of the Concern to determine whether an internal or external 
investigation is required and where applicable update the BNSB Non-Executive Director and Board Audit 
Committee (BAC). 

 
The Primary Recipients will then assign the investigation accordingly and maintain oversight of the 
investigation to ensure appropriately and timely resolution. All investigations are conducted according to the 
Bank’s investigative standards or Audit Methodology 
 
The Bank will investigate all credible complaints. The third-party independent Hotline allows the Claimant to 
provide additional information required by the investigations on an anonymous basis. Anonymous complaints 
must also be looked into to ascertain whether a more detailed investigation is required. However, employees 
should be aware that reporting anonymously through other channels can limit the ability of the Bank to 
thoroughly investigate a report if insufficient information is provided. 

 

Depending on the outcome of the investigations, the Internal Audit Department shall recommend the 
appropriate action(s) to the Management after briefing the designated Non-Executive Director on the matter. 

 
If the outcome of the investigations confirms the allegations, disciplinary action shall be instituted in 
accordance with the prevailing policies. The decisions to report to the appropriate law enforcement and / or 
regulatory agencies for other actions shall be made accordingly in consultation with the necessary 
departments such as HR and Compliance. The designated Non-Executive Director shall be informed on the 
matter. 

https://www.gcs-whistleblower.com/
https://www.gcs-whistleblower.com/
https://www.qcs-whistleblower.com/clientInfo/2528/Telephone%20Access%20Information.doc
https://www.qcs-whistleblower.com/clientInfo/2528/Telephone%20Access%20Information.doc
https://www.qcs-whistleblower.com/clientInfo/2528/Telephone%20Access%20Information.doc
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The Whistleblower Reporting Workflow is attached as Appendix C. 

 
 

PROTECTION FROM RETALIATION 
 
As stated in the Code, the Bank will protect from retaliation any employee, director or officer who raises 
issues or report concerns in good faith in accordance with the methods described in the Code or in 
accordance with this supplemental Policy. Retaliation against any individual who raises a concern, in good 
faith, is not tolerated. 

 

All whistleblowers in Malaysia who report the concerns in good faith are protected by the Whistleblowers 
Protection Act 2010. Malaysia in its effort to combat corruption and promote good governance, has 
introduced the Whistleblowers Protection Act 2010 on 15 December 2010, for the first time, employment 
specific criminal liability for retaliatory or detrimental action taken by an employer against a whistleblower 
who has disclosed the improper conduct of their employer or colleagues. 
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ROLES AND RESPONSIBILITIES 
 

ROLE RESPONSIBILITIES 

Board of Directors (BOD) • Oversee that appropriate frameworks, policies 
and procedures for BNSB; 

• Reviews and approves the Policy before 
becoming effective;  

• Review periodic reports, as applicable. 
 

BNSB Board Audit Committee (BAC) 
 

• Reviewing and recommending approval of the 
Policy (Malaysia Addendum) to the Board of 
Directors; 

• Oversight of the Whistleblower Program; 

• Designate a non-executive director to be 
responsible for the effective implementation of the 
Policy; 

• Receiving, investigating and actioning concerns 
involving Executive Management and Audit; 

• In the event, the concerns are associated with the 

Internal Audit, the designated non-executive 

director will delegate the investigation to another 

party deemed appropriate to handle the matter for 

purpose of impartiality. 

 

Senior Management • Where applicable, the executives or committees’ 
review and provides input on the Policy prior to its 
submission to the Approval Authority  

• Provides overarching governance and oversight 
to promote consistency across the BNSB.  

 

Country Internal Auditor 
 

• Seek Advice & Counsel from the Scotiabank’s 
Policy Owner, subject matter expert, as 
appropriate, for addendums and subsidiary-
specific policies updates where necessary;  

• Communicating with employees, directors, and 
officers who have raised concerns, either directly 
or through the Hotline; 

• Accountable to ensure that Whistleblower 

allegations are appropriately investigated and 

reported as appropriate, as and when warranted 

by the Chief Internal Audit and his/her Primary 

Recipients; 

• As appropriate, referring the concerns raised to 

other departments such as Compliance (Global 

and/or Country) or Human Resources (Global 

and/or Country) for handling; 

• Reporting the status/ results of investigations to 

the designated BNSB Non-Executive Director of 

the Board Audit Committee, BNS Audit and 
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Conduct Review Committee (ACRC) of the Board 

(if applicable), Compliance (Global and  Country), 

Human Resources (Global and Country), Business 

Unit/Executive Management and/or the external 

auditors; 

• Consolidating, filing and retaining all records of 

concerns received, together with the status/ 

results of investigations. 

 

Compliance 
 

• Consulting in the development and maintenance 

of the Policy;  

• Together with Human Resources, 

communicating the Code of Conduct, to which 

this Policy is a supplement; 

• Providing guidance on the Code and the 
associated policies;  

• Together with Human Resources, coordinating 

the annual certification of adherence to the Code 

of Conduct, including this Policy; 

• Ensure that Concerns which constitute 
wrongdoing raised through their internal 
channels are directed to the Whistleblower 
channel for investigation and resolution as 
appropriate.  

• Conducting and assisting in the investigation of 
regulatory compliance concerns; 

• Conducting periodic reviews on the 

effectiveness of the Whistleblowing Policy for 

reporting to the BNSB Board Audit Committee. 

 

Human Resources 
 

• Consulting in the development and maintenance 
of the Policy; 

• Together with Country Compliance, 

communicating the Code, to which this Policy is 

a supplement; and 

Conducting or assisting in the investigation of 

human resources concerns and reporting results 

to the Chief Auditor and/or Country Internal 

Auditor. 

 

Business Unit and Executive Management 
 

• Communicating and reinforcing the Policy; and 

• Ensure that Concerns which constitute 
wrongdoing raised through their internal channels 
are directed to the Whistleblower channel for 
investigation and resolution as appropriate.  

• Support the investigation of Concerns reported 
through the Whistleblower Program when 
requested to do so and take appropriate steps to 
ensure the anonymity of individuals concerned, 
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the confidentiality of allegations and that no 
retaliatory action is taken because of a disclosure.  

• When and as appropriate, responsible for 
executing action plans to remediate or correct any 
control weaknesses identified, as well as, address 
employee misconduct through established 
channels.  

 

All Employees, Directors and Officers 
 

• Acting with integrity and honesty in all financial 
reporting and other duties; and 

• Reporting any wrongdoing or concerns, including 
those related to 

- Financial Reporting; 

- Suspected Fraudulent Activity; 

- Breaches of the Code of Conduct and Other 
Compliance Policies; and 

- Retaliation or Retribution 
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Appendix C 

WHISTLEBLOWER REPORTING WORKFLOW 

 

                         Types of Incidents                                                                       Complaints Channels 
 
 

 
Malaysia Whistleblower 

Hotline Telephone Number  
1-800-80-0011 

or 

As per the Reporting Channels 
in the Policy 

 

Bank’s Chief Auditor and his/her 
respective delegates (Primary 

Recipients)  

 

The outcome of investigations will be 
updated to the designated BNSB Non-

Executive Director. 

 

Jointly evaluate the severity 
of the Concern to 

determine whether an 
internal or external 

investigation is required and 
where applicable inform the 

designated BNSB Non-
Executive Director  

 

Result 

 

Decision 
on Action 

Quarterly Updates  

- Audit Committee 

- BNSB Board of 
Directors 

 

Inform relevant 
Departments on 
outcome and to 

take action. 

 

Auditor to commence investigations with 
oversight from the Bank’s Chief Auditor and 
Primary Recipient to ensure appropriate and 

timely resolution. 
 

Proceed with 
Action 

 

Inform 
Complainant 

 

Yes No 

Investigation 

Concerns/Wrongdoing as per 
the Overview Section of the 
Policy 

 


